






























































Program Elective IV-D: Cyber Security Awareness and Practices 

Course Code : IT23412D Course Credits: 04 Course type: PEC 

Teaching Scheme Evaluation Scheme 

TH PR TUT CAA ISE ESE TW PR OR 

3 2 - 10 30 60 - - 30 

Prerequisite Course Mapping: 

1. Basics of Computer Network 

2. Basics of Computer Programming 

Future Course Mapping: Cryptography and Network Security 

Importance of Course: Students will able to learn terms in cyber security 

Course Objectives:  

1. To understand fundamental security concepts, the CIA triad, and cryptographic 

principles including PKI and key management.  

2. To analyze various threat actors, attack vectors, malware types, and network-based 

attacks.  

3. To understand security architecture models across cloud, hybrid, and on-premises 

environments along with data protection strategies.  

4. To apply identity and access management principles and system hardening 

techniques.  

5.  To understand security monitoring tools, incident response processes, and digital 

forensics fundamentals.  

6.  To analyze governance, risk management, and compliance frameworks relevant to 

cyber security. 

Course Outcomes:  
1. Explain core security concepts, security controls, and cryptographic techniques such 

as encryption, hashing, and PKI 

2. Identify and analyze different threat actors, attack vectors, malware types, and 

network attacks. 

3. Describe various security architecture models and apply data protection and resilience 

strategies. 

4. Implement identity and access management controls and apply system hardening 

practices. 

5. Use security monitoring tools and apply incident response and digital forensics 

techniques. 

6. Evaluate governance, risk management, and compliance requirements in an 

organizational context. 

Syllabus 
Unit  

No. 
Syllabus 

Teaching 

Hours 

I 

 General Security Concepts & Cryptography 
Security controls: categories (technical, managerial, operational, physical) and 

types (preventive, detective, corrective, deterrent, compensating),CIA Triad, non-

repudiation, AAA framework, Zero Trust model, Physical security, deception 

and disruption technology (honeypots, honeynets), Change management and its 

security implications, Cryptographic concepts: symmetric/asymmetric 

6 



encryption, hashing, digital signatures, Public Key Infrastructure (PKI), 

certificates, key management, tokenization 

II 

Threats, Attacks, and Vulnerabilities 

Threat actors: nation-state, hacktivist, insider, organized crime, unskilled 

attacker, Attack vectors and surfaces: email, removable media, supply chain, 

social engineering, Malware types: virus, worm, trojan, ransomware, rootkit, 

spyware, keylogger, botnet, Application, OS, hardware, and cloud vulnerabilities; 

zero-day vulnerabilities, Network attacks: DoS/DDoS, MITM, DNS attacks, 

ARP poisoning, Password attacks: brute force, dictionary, rainbow table, 

credential stuffing,Indicators of compromise and mitigation techniques 

7 

III 

Security Architecture  

Architecture models: cloud, hybrid, on-premises, IaC, serverless, microservices, 

IoT, ICS/SCADA, and embedded systems security, Enterprise infrastructure: 

network segmentation, security zones, SASE, SD-WAN, Data classification, data 

states (at rest, in transit, in use), data sovereignty, Data Loss Prevention (DLP) 

strategies, Resilience and recovery: high availability, redundancy, backups, 

disaster recovery, business continuity 

7 

IV 

Identity, Access Management & Security Hardening 

 Secure baselines and hardening of systems, mobile devices, wireless networks, 

Asset management lifecycle: acquisition, tracking, disposal 

,Identity and Access Management (IAM): provisioning/de-provisioning, RBAC, 

ABAC, Authentication methods: SSO, MFA, federation, Privileged Access 

Management (PAM),Vulnerability management: scanning, analysis, remediation, 

validation, reporting 

 

7 

V 

Security Monitoring, Incident Response & Automation 
Security monitoring tools: SIEM, log management, NetFlow, packet capture, 

Firewalls, IDS/IPS, EDR/XDR, web/DNS filtering, NAC, email security, 

Automation and orchestration (SOAR) in security operations, Incident response 

lifecycle: preparation, detection, containment, eradication, recovery, lessons 

learned, Digital forensics fundamentals: evidence collection, chain of custody, 

Threat hunting and root cause analysis 

 

6 

VI 

Governance, Risk Management & Compliance 
Security governance: policies, standards, procedures, guidelines, Risk 

management: identification, assessment, register, risk response strategies, Third-

party/vendor risk management, SLAs, agreements, Regulatory compliance: 

GDPR, HIPAA, PCI-DSS, and legal/privacy implications, Audits and 

assessments: internal/external audits, penetration testing, attestation, Security 

awareness training and phishing simulation programs 

6 

LIST OF PRACTICAL ASSIGNMENTS 

1.  Virtual Lab Setup & Network Segmentation 

Install a hypervisor (VirtualBox/VMware), set up isolated VMs, and configure basic 

firewall rules using pfSense to demonstrate network zoning. 

2. Password Security & Attack Simulation  

Use John the Ripper or Hashcat in a controlled lab environment to crack sample 

password hashes and analyze password policy weaknesses. 

3. Vulnerability Scanning  

Perform a vulnerability scan on a lab network using Nessus Essentials or OpenVAS, 



and prepare a remediation report. 

4. PKI and Encryption Lab  

Use OpenSSL to generate a public/private key pair, create a self-signed certificate, 

and encrypt/decrypt and digitally sign a file. 

5. Identity & Access Management Configuration  

Set up user accounts with Role-Based Access Control (RBAC) and configure Multi-

Factor Authentication (MFA) on a sample application or Active Directory lab. 

6. Network Traffic Analysis 

Capture and analyze network packets using Wireshark to identify a simulated attack 

(e.g., ARP spoofing or port scan) from a sample .pcap file. 

7. SIEM Setup and Alert Configuration  

Deploy a free SIEM tool (Splunk Free or ELK Stack) to collect logs and create a basic 

correlation rule/alert for suspicious login attempts. 

8. Incident Response Tabletop Exercise  

Conduct a simulated phishing/ransomware incident response exercise: identify, 

contain, and document the incident following the IR lifecycle, and submit an incident 

report 

Text Books- 

1 Nima Godbole, Sunit Belapure, Cyber Security- Understand Cyber Crimes, Computer 

Forensics and Legal Perspectives, Wiely India Pvt. Ltd, ISBN- 978-81-265-2179-1 

2 .K. Kumar, “Cyber Laws: Intellectual property & E Commerce, Security”,1st Edition, 

Dominant Publisher, 2011. 

3 Mike Meyers' CompTIA Security+ Certification Guide (Exam SY0-701), 4th Edition 

— Mike Meyers, Bobby Rogers, Mya Heath, McGraw Hill 

4 CompTIA Security+ Study Guide: Exam SY0-701 — Mike Chapple, David Seidl, 

Sybex (Wiley) 

5 CompTIA Security+ Get Certified Get Ahead: SY0-701 Study Guide — Darril 

Gibson, Joe Shelley 

 

Reference Books- 

1. William Stallings, “Cryptography and network security principles and practices”, 

Pearson, 6th Edition, ISBN: 978-93-325-1877-3  

2. Atul Kahate, “Cryptography and Network Security”, Mc Graw Hill Publication, 2nd 

Edition, 2008, ISBN: 978- 0-07-064823-4 

3. CompTIA Security+ SY0-701 Certification Guide — Ian Neil, Packt Publishing 

4. Official CompTIA Security+ Study Guide (Exam SY0-701) — CompTIA 

Publications 

5. Network Security Essentials: Applications and Standards — William Stallings, 

Pearson 

6. Principles of Information Security — Michael E. Whitman & Herbert J. Mattord, 

Cengage 

7. CISSP All-in-One Exam Guide — Shon Harris & Fernando Maymi (for 

advanced/reference reading on governance and risk topics) 

 



Online Resources- 

1. Official CompTIA Security+ SY0-701 Exam Objectives (comptia.org) 

2. Professor Messer's free SY0-701 video course and notes (professormesser.com) 

3. CompTIA CertMaster Learn / CertMaster Practice (official adaptive learning platform) 

4. TryHackMe — "Pre Security" and "SOC Level 1" learning paths for hands-on practice 

5. NIST Cybersecurity Framework and NIST SP 800-series publications (nist.gov) 

6. Cybrary — free introductory cybersecurity courses 

7. OWASP.org — for application security and vulnerability references 

8. Wireshark documentation and sample capture files (wireshark.org) 

 

             

             

             

             

             

             

             

 

 

 

 

 

CO PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO10 PO11 PO12 

CO1 3 2 2 1 2       2 

CO2 3 3 2 2 2       2 

CO3 3 2 3 1 2       2 

CO4 2 2 3 1 2    1   2 

CO5 2 3 3 2 3  1     2 

CO6 2 2 1 1 1 2 2 2 1 1 1 3 

Avg 2.5 2.3 2.3 1.3 2.0 2.0 1.5 2.0 1 1 1 2.2 
























